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Abstract 
The overarching policy for Fourth’s information security programme 
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1. Introduc�on 
This policy forms the keystone of our informa7on security programme and will: 

• Demonstrate the commitment of management to ensuring that Fourth is a market

leader in the security and availability of informa7on.

• Ensure our compliance with the law.

• Maintain the good name of Fourth.

• Lay out the key principles of Fourth’s informa7on security programme.

• Provide a structure for risk management within Fourth.

• Highlight policies of par7cular importance and provide a baseline against which

policies will be developed.

• Act as a key component of our alignment with ISO 27001, an interna7onally recognised

informa7on security framework.

• Expand on the terms used within informa7on security to ensure we’re all speaking the

same language.

Remember that informa7on security is everybody’s responsibility. 

2. Scope 
This policy is applicable to Fourth and its subsidiaries. 

3. Purpose 
• ISO 27001

o A.5.1.1 – A.6.1.3

4. Responsibili�es 

Role Responsibility 

Head of Security and Compliance • Owner

• Maintaining

• Communica7ng

• Ensuring effec7veness

• Implemen7ng

Risk Steering Commi!ee • Approval

• Review

Fourth management • Ensuring effec7veness

Fourth employees • Implemen7ng
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5. Management Statement 
Fourth recognises the importance of our customers’ informa7on.

This is why the integrity of our systems forms a key part of our System Charter. This Charter 

is recognised by the Board as a keystone in ensuring the con7nued quality and security of 

our service.  

Many large, publically traded companies rely on us for cri7cal outsourcing services, and we 

recognise the need to adhere to an ever increasing number of standards and frameworks 

to demonstrate the effec7veness of our informa7on controls. 

Fourth has an informa7on security programme to ensure the expected levels of

confiden7ality, integrity and availability of our customers’ informa7on are maintained.

Our Head of Security and Compliance will – in conjunc7on with the Board and the 

management team – bear the responsibility for implemen7ng and maintaining this 

programme, but each employee is equally vital in ensuring its on-going effec7veness. 

The founda7on of our business is in providing a robust, reliable and secure plaGorm. This 

programme will ensure that we con7nue to provide the quality of service our customers 

have come to expect. 

Ben Hood 

CEO 
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6. Glossary of Terms
Asset anything that has value to the organisa7on 

Control something designed to mi7gate a risk as part of a risk 

treatment 

Guideline recommended, non-mandatory controls that help 

support standards or serve as a reference when no 

applicable standard is in place 

Informa'on security event an iden7fied occurrence of a system, service or 

network state indica7ng a possible breach of 

informa7on security policy or failure of safeguards, or 

a previously unknown situa7on that may be security 

relevant 

Informa'on security incident a single or a series of unwanted or unexpected 

informa7on security events that have a significant 

probability of compromising business opera7ons and 

threatening informa7on security 

ISMS Informa7on Security Management System, described

in sec7on 8

Policy consists of high level statements rela7ng to the 

protec7on of informa7on across the business 

Procedure step-by-step instruc7ons to assist in implemen7ng the 

various policies, standards guidelines, and is used to 

detail processes 

Process a series of ac7ons carried out in conjunc7on with one 

another to achieve an end goal 

Residual risk the risk remaining aHer a control has been applied 

Risk the consequence of the exploi7ng of an asset’s 

vulnerability by a threat 

Risk Steering Commi!ee described in sec7on 8, this is the group responsible for 

managing Fourth’s Risk Register 

Risk owner responsible for managing one or more risks 

Risk profile an outline of the risks to which an organisa7on is 

exposed 

Risk Register described in sec7on 9, this is a record of all known 

risks to Fourth  



Informa�on Security Policy 

Classifica7on: PUBLIC 

Page 5 of 14 

Risk treatment process of selec7on and implementa7on of one or 

more controls to mi7gate a risk 

Standard specific low level mandatory controls that help enforce 

and support one or more policies. 

Threat anything with the poten7al to exploit a vulnerability 

e.g. a fire or a malicious hacker

Vulnerability a weakness that could be used to endanger or cause 

harm to an asset through a loss of confiden7ality, 

integrity or availability 
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7. Informa�on Security

7.1. Defini�on of informa�on security

Informa7on security is the prac7ce of defending informa7on from unauthorised access,

use, disclosure, disrup7on, modifica7on, perusal, inspec7on, recording or destruc7on. It is

a general term that can be used regardless of the form the data may take (electronic,

physical, etc.)

The CIA triad forms a keystone of this approach. 

Confiden'ality: the property that informa7on is not made available or disclosed to 

unauthorised individuals, en77es, or processes 

Integrity: the property of safeguarding the accuracy and completeness of assets 

Availability: the property of being accessible and usable upon demand by an 

authorised en7ty 

7.2. Defini�on of risk 

Assets are subject to threats, which can take the form of honest mistakes, malicious 

hackers, or even acts of God. The way in which the threat endangers the organisa7on is 

described as a vulnerability and this creates a risk. If our controls are not effec7ve then an 

appropriate risk treatment is determined and further controls may be implemented to 

reduce our risk profile. 
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7.3. Documenta�on framework

7.4. Informa�on security principles

All work rela7ng to informa7on security will be performed according to Fourth’s

informa7on security principles:

1. One vision 

2. Iden7fy the risks

3. Informa7on ma>ers

4. Share the knowledge

5. Always ask why

6. Doing the right thing in the right way

7. Informa7on security is everybody’s responsibility

8. Con7nual improvement

7777....4444....1111    One visionOne visionOne visionOne vision

Fourth will clearly communicate its informa7on security vision to the business.

Employees will be fully aware of the business’s goals and trained to meet them.

7777....4444....2222 Iden�fy the risksIden�fy the risksIden�fy the risksIden�fy the risks    

We always examine the risk inherent in the work we carry out - including legisla7on we

must comply with - and look for cost-effec7ve ways to treat it. As an organisa7on we

recognise that risk can never be truly eliminated from business, but we will always do

our best to reduce it.

7777....4444....3333 Informa�on ma,ersInforma�on ma,ersInforma�on ma,ersInforma�on ma,ers    

Informa7on is important, it has value to Fourth and it has value to our customers. We

will always do our utmost to safe-guard the confiden7ality, integrity and availability of

informa7on through methods which include need-to-know, least privilege and

•Policies consist of high level statements relating to the
protection of information across the business.Policies

•Standards consist of specific low

level mandatory controls that help enforce and
support the information security policy.

Standards

•Guidelines consist
of recommended, non-mandatory

controls that help support standards or
serve as a reference when no
applicable standard is in place.

Guidelines

•Procedures consist of step-by-

step instructions to assist in
implementing the various
policies, standards and
guidelines.

Procedures
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segrega7on of du7es. A proac7ve approach means that we have resolved incidents 

before they impact our customers. 

7777....4444....4444 Share the knowledgeShare the knowledgeShare the knowledgeShare the knowledge    

We will never allow there to be single-points of failure within a team. We will ensure

knowledge is always shared, be it through training or documenta7on.

7777....4444....5555 Always ask whyAlways ask whyAlways ask whyAlways ask why    

We always ask why and we always have a good answer. We are not bound by tradi7on

or iner7a.

7777....4444....6666 Doing the right thing in the right wayDoing the right thing in the right wayDoing the right thing in the right wayDoing the right thing in the right way    

We don’t go for short-term fixes; our eyes are always set on the horizon and we

operate only according to facts not assump7ons. We follow our agreed processes at all

7mes. When a process doesn’t work we don’t just abandon it, we develop it.

7777....4444....7777 Informa�on security is everybodyInforma�on security is everybodyInforma�on security is everybodyInforma�on security is everybody’’’’s responsibilitys responsibilitys responsibilitys responsibility    

Informa7on security is not a one-off thing that we complete, it is an on-going mind-set

integrated into our policies, standards, procedures, and even our day-to-day decision

making. We will always evaluate risk before moving forward and challenge decisions

where it has not been properly considered. The responsibility for this rests with

everybody and accountability is built into our systems and processes. An example is

keeping your company pass with you at all 7mes.

7777....4444....8888 Con�nual improvementCon�nual improvementCon�nual improvementCon�nual improvement    

We never rest on our laurels, we will con7nue to review and revise our approach using

“Plan, Do, Check, Act” (PDCA), taking correc7ve ac7on where necessary to ensure that

we’re opera7ng at our best at all 7mes.

7.5. Areas of par�cular importance 

Fourth must ensure con7nued compliance with the following areas of law: 

• Copyright, Designs and Patents Act 1988

• Computer Misuse Act 1990

• Employment Rights Act Part 4a 1996

• Data Protec7on Act 1998

• Terrorism Act 2000

• Proceeds of Crime Act 2002

• Privacy and Electronic Communica7ons (EU Direc7ve) Regula7ons 2003

• Serious Organised Crime and Police Act 2005

• Money Laundering Regula7ons 2007

• Bribery Act 2010

• EU-US Privacy Shield

• Criminal Finances Act 2017

• General Data Protec7on (EU) Regula7on 2016/679
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Employees will be provided with informa7on security awareness training during induc7on 

and on a regular basis thereaHer. 

Employees will report any risks, informa7on security events or informa7on security 

incidents to the Head of Security and Compliance, or where they are not available, another 

member of the Risk Steering Commi>ee. 

All breaches of Fourth’s policies by employees will be dealt with under the Disciplinary 

Procedure. 

Third par7es with access to, or responsible for, the processing of confiden7al 

informa7on, are required to demonstrate that their security controls meet Fourth’s 

standards. We have contractual agreements in place that govern the confiden7ality aspects 

of our collabora7on and have set in place controls to monitor the effec7veness of the 

service, including audits. 

Policies, standards, guidelines and procedures will be established in alignment with 

Fourth’s Informa�on Security Principle Requirements Policy and the ISO 27001 framework. 

7.6. Suppor�ng policies, standards, procedures and guidelines 
Please refer to the following items in the Employee Handbook for more informa7on. 

• System Charter

• Data Security Policy

• E-mail Usage Policy

• Internet Usage Policy

• Disciplinary Procedure

The proper handling of informa7on is covered in the Informa�on Classifica�on Standard. 

Requirements around passwords are in Password and Authen�ca�on Requirements 

Standard. 

Further suppor7ng policies, standards and procedures can be found on the N drive - 

N:\Security and Compliance\Public\Policy and Process 
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8. Risk Management

• Risk Management Group

o Chairperson

� Paul Cocker – Head of Security and Compliance 

o Par7cipants

� Ben Hood – CEO 

� Chris7an Berthelsen – CTO 

� Adrian Chalmers – Director of Fourth Connect and Data Services 

� Stuart Goldbla> – CFO 

� Mhairi Weir – General Counsel 

8.1. Risk flow 

• Non-security incident

o Feeds into the Problem Management procedure

• Problem Management

o Iden7fy common root causes of incidents

o Raise problems
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o Flag problems which represent a new risk to the Head of Security and

Compliance

• Employee

o Report suspected risks, informa7on security events and informa7on

security incidents to the Head of Security and Compliance

• Head of Security and Compliance

o Risks, informa7on security events and informa7on security incidents

should be raised with the Risk Management Group

o Maintain the Risk Register

o Chair the Risk Steering Commi>ee

o Manage day-to-day running of the ISMS

• Risk Owner

o Propose risk treatment

o Implement risk treatment

o Regular mee7ngs with Head of Security and Compliance

• Risk Register

o A record of all known risks to Fourth, their risk ra7ng, their controls,

agreed treatments and current treatment status

• Risk Steering Commi!ee

o Meets quarterly

o Examine business risk profile

o Review priority risks

o Review and approve new company-wide polices, standards, procedures

and guidelines

o Discuss informa7on security incidents

o Agree direc7on of the risk management programme

o Assign resources to meet risk profile goals
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9. Risk Measurement
It is not necessary for Fourth employees to read this sec7on unless they are part of the Risk

Management Group or ac7ng as a risk owner.

9.1. Risk scoring 

Two factors are combined to generate a risk score: the likelihood of the risk occurring 

and the impact to the business should it occur. 

Likelihood: 

1. Extremely unlikely to occur 

2. Unlikely to occur 

3. Likely to occur 

4. Expected to occur 

Impact: 

1. Minimal impact 

2. Moderate loss of revenue/damage to brand 

3. Major loss of revenue/damage to brand 

4. Major impact to the company’s ability to do business 

Impact 

1 2 3 4 

Li
k

e
li

h
o

o
d

 1 Green: Minimal risk 

2 Blue: Low risk 

3 Yellow: Medium risk 

4 Orange: High risk 

Red: Critical risk 

See sec7on 9.4 for how the risk score is adjusted according to control effec7veness. 

9.2. Risk treatment 

Once a risk has been iden7fied and scored an agreement must be reached as to how to 

approach the risk. There are a number of different naming conven7ons, but all cover the 

same ground so here they will be referred to as the four Ts: 

Tolerate: Retaining the risk where the cost of treatment is higher than the 

impact of the risk. 

Treat: Making changes to reduce the probability of a vulnerability being 

exploited and/or puRng in place a system of procedures to deal with 

the consequences if it is. 

Transfer: Transfer the risk by making changes to contractual arrangements e.g. 

geRng a different company to undertake the work that incurs the risk 

(such as insurance). 
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Terminate: Ceasing the ac7vity responsible for the vulnerability thus removing the 

risk. 

Each risk will be assigned a risk treatment. A risk which falls into the acceptable zone will 

automa7cally be assigned the tolerate treatment. 

9.3. Risk register 

Once a risk has been iden7fied, scored and assigned a risk treatment it will then be 

presented to the Risk Management Group for approval. Once signed-off it will be entered 

onto the Risk Register. 

Where a disagreement over a risk occurs this will be discussed and, where possible, 

resolved within the Risk Management Group. If necessary it will go back to the relevant risk 

owner for further evalua7on before being resubmi>ed. 

9.4. Residual risk 

When a control has been applied to a risk as part of a risk treatment its effec7veness must 

be measured to generate a residual risk score, this will allow Fourth to see whether further 

work is necessary to mi7gate the risk to an acceptable level. 

Control effec7veness is measured as follows: 

1. Ineffec7ve 

2. Par7ally effec7ve 

3. Mostly effec7ve 

4. Completely effec7ve 

Risk Score 

Minimal Low Medium High Critical 

C
o

n
tr

o
l 

E
ff

e
ct

iv
e

n
e

ss
 

4 Green: 
Acceptable risk 

Tolerate the risk 

3 Blue: 
Low risk 

Treatment required 

2 Yellow: 
Medium risk 

Treatment required 

1 Orange: 

High risk 

Treatment required 

Include in board report

Red: 

Critical risk 

Treatment required 

Risk Steering 

Committee to be 

informed immediately 
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